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ThIS Was not an
Intended use of
the Internet



Computers are awesome
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It's also a demonstration of standards
somewhat working
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TRANSMISSION CONTROL PROTOCOL Network Working Group P. Mockapetris
Request for Comments: 1035 ISI

November 1987
DARPA INTERNET. PROGRAM Obsoletes: RFCs 882, 883, 973

PROTOLAL oPECIRICATION DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION

September 1981 1. STATUS OF THIS MEMO
Network Working Group _-'%:—Yiéaéﬁ
Request for Comments: 4253 SSH Communications Security Corp
Category: Standards Track C. Lonvick, Ed.

Cisco Systems, Inc.
January 2006

The Secure Shell (SSH) Transport Layer Protocol

Status of This Memo






Network Working Group
Request for Comments: 5246

Network Working Group Obsoletes: 3268. 4346. 4366
Request for Comments: 3514 i Ungtzs?sé4§2 ; y
Category: Informational < Category: Standards Track
The Security Flag in the IPv4 Header The Transport Layer Security (TLS) Protocol

Version 1.2
Ctatiie nf thic Mamn



| guess my point is
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What can you also do with these
protocols?



ben@eshw11 ~$ whois AS206924
This is the RIPE Database query service.
The objects are in RPSL format.

The RIPE Database is subject to Terms and Conditions.
See http://www.ripe.net/db/support/db-terms-conditions.pdf

of 3% R X ¥

Note: this output has been filtered.
To receive output for a database update, use the "-B" flag.
Information related to 'AS206924'

R of ¥

% Abuse contact for 'AS206924' is 'noc@benjojo.co.uk’

aut-num: AS206924
as-hame: BENJOJONET



Why?

e | am now my own ISP
e | own |IP addresses

e | consume memory in everyone else's
expensive routers :)

e The abuse emails only go to me.




$ ping *.*.*.*






116.0.0.0/8
018-04-17-16-30




Internet sins

e 3,706,650,624 IP addresses pinged
e All of Asia was pinged every 30 mins

Total abuse emails?
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e 3,706,650,624 IP addresses pinged
e All of Asia was pinged every 30 mins
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Total abuse emails?

+




DNSFS
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Interface Traffic (etho) on =
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Internet sins

e 3,706,650,624 IP addresses got a UDP packet
e Some of those IP’s would have logged my attempt to use
them

Total abuse emails?



Internet sins

e 3,706,650,624 IP addresses got a UDP packet
e Some of those IP’s would have logged my attempt to use

them
t.’..

Total abuse emails?

*




DNS abuse EETIIETITRE nbox vy

Bob Goddard «
to noc

Hide details

From: Bob Goddard
abuse@?2.abuse.bgcomp.co.uk

To: noc@benjojo.co.uk
Date: 17 Nov 2017,17:43
See security details

Fuck off and die scum.

2017-11-17T01:46:49.623403+00:00 eth7
named[1568]: client 185.230.223.69#52332
(openresolvertest.benjojo.co.uk): query (cache)
‘openresolvertest.benjojo.co.uk/A/IN' denied
2017-11-17T708:40:21.756454+00:00 eth7
named[1568]: client 185.230.223.69#52332
(openresolvertest.benjojo.co.uk): query (cache)
‘openresolvertest.benjojo.co.uk/A/IN' denied



Pu-H-‘m3 data into cache

ONSES

Ogen
Resolvey

Cache

Say we want to Stove Some data i a UNS cache...




ben@metropolis: /tmp/blogposts

File Edit View Search Terminal Tabs Help

------m------ a -

‘ben@metropolls /tmp/blogpostss

7 wgO: <live capture in progress> Packets: 206 * Displayed: 0 (0.0%) Profile: Default




Next



Berder Gateway Protocol
Battleship Game Protocol
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cOn voute “"A" via.
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T can voute "A" via.




T can voute to “A" via.

E
L L




BIRD 1.6.3 ready.
103.49.80.0/24 via 103.105.50.65 on eth® [vmhaus 2018-05-15] * (100)
Type: BGP unicast univ
BGP.origin: IGP
BGP.as path: 136620 62240 2914 43519
BGP.next hop: 103.105.50.65
BGP.med: ©
BGP.local pref: 100
BGP.community: (2914,410) (2914,1203) (2914,2201) (2914,3200)
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BIRD 1.6.3 ready.
103.49.80.0/24 via 103.105.50.65 on eth® [vmhaus 2018-05-15] * (100)
Type: BGP unicast univ
BGP.origin: IGP
BGP.as path: 136620 62240 2914 43519
BGP.next hop: 103.105.50.65
BGP.med: ©
BGP.local pref: 100
BGP.community: (2914,410) (2914,1203) (2914,2201) (2914,3200)

Come €vom O cUStomey

Leavned about Crom
a London voutev

Leavned about rom
a UK voutev
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ben@eshwil: ~ -0

File Edit View Search Terminal Help

root@vale:~# birdc show route export vmhaus all
BIRD 1.6.3 ready.
185.230.223.0/24 via 103.105.50.83 on ethO [staticl 2018-05-14] * (200

)

Type: static unicast univ

BGP.origin: IGP

BGP.as path: 206924

BGP.next hop: 103.105.50.83

BGP.local pref: 100

BGP.community: (64512,111) (62240,64) (62240,61) (62240,63) (622
40,56) (62240,57) (1299,50) (62240,62) (2914,450) (174,10) |[@PEEEIPMEYAL1))

(23456,16451)

BGP.large community: (136620, 174, 999)

root@vale:~# |j
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Internet sins

e All “full table” BGP routers in the world spent CPU on this
e Two ISPs used a routing protocol to transfer information
between each other rather than actually sending packets

Total abuse emails?
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Internet sins

e All “full table” BGP routers in the world spent CPU on this
e Two ISPs used a routing protocol to transfer information
between each other rather than actually sending packets

Total abuse emails?

+0*+

* Level 3 did automatically ban me for 20 mins
during the game.




1.25 per router on average
700W
30 ms to process a route update in total




1.25 per router on average
700W
30 ms to process a route update in total

: Has 7726 downstream networks that would have seen these updates
I-evel (3) Educated guess that 1.5 is the average amount of routers per network
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1.25 per router on average
700W
30 ms to process a route update in total

: Has 7726 downstream networks that would have seen these updates
I-evel (3) Educated guess that 1.5 is the average amount of routers per network

Level (3) Has 721 internal routers



0.0000038KwH per route update



0.0000038KwH per route update

0.0000038 * 12310 =
0.0467KwH



0.0000038KwH per route update

0.0000038 * 12310 =
0.0467KwH

Q "g 259 of meat = 35.75 cal



| think it's time for me to stop



| think it's time for me to stop

Questions?

U@Benjojolz [E5AS206924

¢ blog.benjojo.co.uk



