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It’s also a demonstration of standards 
somewhat working
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I guess my point is









IETF 99

Mostly dudes though :/



What can you also do with these 
protocols?



ben@eshwil:~$ whois AS206924
% This is the RIPE Database query service.
% The objects are in RPSL format.
%
% The RIPE Database is subject to Terms and Conditions.
% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.
% To receive output for a database update, use the "-B" flag.
% Information related to 'AS206924'

% Abuse contact for 'AS206924' is 'noc@benjojo.co.uk'

aut-num:        AS206924
as-name:        BENJOJONET



Why?

● I am now my own ISP
● I own IP addresses
● I consume memory in everyone else's 

expensive routers :)
● The abuse emails only go to me.



$ ping *.*.*.*







Internet sins

● 3,706,650,624 IP addresses pinged
● All of Asia was pinged every 30 mins

Total abuse emails?
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DNSFS









Internet sins

● 3,706,650,624 IP addresses got a UDP packet
● Some of those IP’s would have logged my attempt to use 

them

Total abuse emails?



Internet sins

● 3,706,650,624 IP addresses got a UDP packet
● Some of those IP’s would have logged my attempt to use 

them

Total abuse emails?

3









Next



Battleship Game Protocol
Border Gateway Protocol

































The first ever board game conducted over BGP



Internet sins

● All “full table” BGP routers in the world spent CPU on this
● Two ISPs used a routing protocol to transfer information 

between each other rather than actually sending packets

Total abuse emails?
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Internet sins

● All “full table” BGP routers in the world spent CPU on this
● Two ISPs used a routing protocol to transfer information 

between each other rather than actually sending packets

Total abuse emails?

0* * Level 3 did automatically ban me for 20 mins
during the game.
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Educated guess that 1.5 is the average amount of routers per network







1.25 per router on average
700W
30 ms to process a route update in total

Has 7726 downstream networks that would have seen these updates
Educated guess that 1.5 is the average amount of routers per network

Has 721 internal routers
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0.0000038  * 12310 = 
0.0467KwH



0.0000038KwH per route update

0.0000038  * 12310 = 
0.0467KwH

25g

25g of meat = 35.75 cal

=

0.041~ KwH 

 



I think it’s time for me to stop



I think it’s time for me to stop
Questions?

 @Benjojo12 / AS206924   
     blog.benjojo.co.uk


