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Quick overview of bgp.tools
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Core points

● Built out of the frustration I had with other tools, running it is now my job
● 2000~ BGP sessions established
● Realtime BGP data updates (as fast as I can receive the data from feeds)
● Frequently updated (~14 days):

○ ICMP Ping data scans of IPv4 /0
○ IPv4 and IPv6 reverse DNS data 
○ Forward DNS data (Looking what A or AAAA records point to a prefix)

● IXP data is carefully processed
○ Detects IX members that don't exist on PeeringDB / IX-F, or members that have left, etc

● Lots of small quality of life features designed to make checking your own 
networks a lot easier
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185.223.170.0/23

● Looks like a route 
leak!

● This looks (to me) 
unintentional
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Bgp.tools offers paid monitoring services

● The site is funded by paid 
tools like:

● Rapid BGP/RPKI/IRRdb 
monitoring

● Managed looking glasses
● BGP Session data recording 

(and replay for incident 
review)

● Logo placement on Looking 
Glass
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IXP Listings

● Lists who is on the exchange 
including

○ What vendor they are 
using

○ If they are pingable
○ If they are announcing to 

the route servers
○ If they are sending any 

weird packets to 
broadcast

● Data is combined from 
PeeringDB / IX-F / Route 
Server data
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So what is a route collector?
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So what is a route collector?

● A BGP peer that has extra software/configuration to record BGP routes send 
to it

● They do not use the BGP routes they receive to send traffic to via you

● They sometimes announce test prefixes (RIPE RIS) to health check if the 
internet is working correctly
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Route collectors are a weird kind of IX peer

● For a typical IX peer, you send your own and your customers routes

You
IX 

Peer

Transit / 
Peers

Customer
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Route collectors are a weird kind of IX peer

● Ideally a route collector gets all of your routes (that you would send to a 
customer) exported to it!

You Route 
Collector

Transit / 
Peers

Customer
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Route Collectors are helpful to the health of the internet

● Because the internet is a network of networks, not everyone has the same 
view of the internet

● Route collectors fill the role of collecting data for people to use for debugging, 
research, and incident response



e822cc5ad7a88d6f37bfbc53e9bd1123

Route Collectors are helpful to the health of the internet

● Because the internet is a network of networks, not everyone has the same 
view of the internet

● Route collectors fill the role of collecting data for people to use for debugging, 
research, and incident response

○ The February 2008 Pakistan youtube hijack incident would not have been as well understood 
without RIPE RIS and RouteViews, there are countless more modern examples
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Feeding bgp.tools data

● Go to 
https://bgp.tools/kb/setup-sessions

● Login with PeeringDB (or register a 
bgp.tools account)

● Add contact details, so I can tell you 
if it goes down or isnt sending a full 
table, etc.

● Fill out the new session form
● Sessions are instantly approved 

and provisioned
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What is in it for you?
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Benefits to feeding bgp.tools

● The site can correctly display your peer count! Some customers or prospects 
consider a higher peer count a attractive thing
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Benefits to feeding bgp.tools

● The In-Country and Global peer rankings that bgp.tools offers will likely 
improve, since bgp.tools then knows who you are peering with!
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Ranking Types

● How many observable peering links do 
they have

● How many networks are downstream of 
them

● How many human users are there 
behind the network

● How many unique websites are there 
behind the network

● How much IP space are they 
originating?
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Benefits to feeding bgp.tools

● You can opt in to having a looking 
glass for your ASN on bgp.tools

● This may complement your 
existing looking glass, or give your 
customers a change to access a 
looking glass at all!
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What about other route collectors?
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Other route collectors are available

● A lot of the BGP route collectors are still underserved in many regions.
● You can help by feeding them wherever possible.
● Here are the links to setup sessions:

Service Instant Signup URL

RIPE RIS No (IXP+Multihop) Is not accepting new sessions right now

RouteViews No (IXP+Multihop) https://www.routeviews.org/routeviews/index.php/peering-request-form/

bgp.tools Yes (IXP+Multihop) https://bgp.tools/kb/setup-sessions

Radar Yes (Multihop) https://radar.qrator.net/ (Login to account, in settings)



e822cc5ad7a88d6f37bfbc53e9bd1123

IX Route Collector Availability Breakdown

IXP RIS RouteViews bgp.tools

LINX LON1 Yes Yes Yes

DE-CIX FRA Many Many

AMS-IX Yes Yes Yes

InterLAN Yes No Yes

ASN: 12654 6447 212232



e822cc5ad7a88d6f37bfbc53e9bd1123

Questions?
Want to feed bgp.tools?

go to bgp.tools and go to to bottom link "Contribute Data"

More complex queries:
IRC: Benjojo-bgptools (terahertz) / benjojo (everything else)

Email: admin@bgp.tools


